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Edits to 146 analysis dated 2/25/03
146.82(2)(a)1----the citation is 146.38 NOT 146.83

146.82(2)(a)2----the HIPAA citations have been edited to reflect August 2002 version.
146.82(2)(a)6----entire language of citation is entered

146.82(2)(a)9a-e---entire language of citation is entered

146.82(2)(d)----entire language of HIPAA citation entered



DISCLAIMER: This Preemption Analysisis Copyright 2003 by the HIPAA Collaborative of Wisconsin ("HIPAA COW"). It may be freely redistributed in its entirety

provided that this copyright notice is not removed. It may not be sold for profit or used in commercial documents without the written permission of the copyright holder.
This Preemption Analysisis provided "asis' without any express or implied warranty. It was prepared through the volunteer efforts of Wisconsin attorneys, health
information management professionals, and other health care professionals. The table isacomparison of 01-02 Wis. Stats. with HIPAA final rule 8-2002. Thisanalysis
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Chapter 146

HIPAA Privacy Standards Matrix
**PH|= Protected Health Information
Terms that have a definition included in this document have been put initalics. The definitions are available in the HIPAA COW Definitions document.

State of WI State of WI Description HIPAA Reference HIPAA Description I mplementation/ Questions
Statutory Ref
146.81(1) Health care records; definitions. In 160.103 Health care provider means a provider of Follow HIPAA.

ss. 146.81 to 146.84:

(1) “Health care provider” means
any of the following:

(8 A nurselicensed under ch. 441.

(b) A chiropractor licensed under
ch. 446.

(c) A dentist licensed under ch. 447.

(d) A physician, physician assistant
or respiratory care practitioner
licensed or certified under subch.
Il of ch. 448.

(dg) A physical therapist licensed

under subch. 111 of ch. 448.

(dr) A podiatrist licensed under

subch. 1V of ch. 448.

(em) A dietician certified under

subch. V of ch. 448.

(eq) An athletic trainer licensed

under subch. VI of ch. 448.

(es) An occupational therapist of

occupational therapy assistant

licensed under subch. V11 of ch. 448.

(f) An optometrist licensed under
ch. 449.

(fm) A pharmacist licensed under ch.

450.

(g) Anacupuncturist certified under
ch. 451.

(h) A psychologist licensed under
ch. 455,

42 U.S.C. 1395x(u)

42 U.S.C.
1395x(s)

services (as defined in section 1861(u) of the
Act, 42 U.S.C. 1395x(u)), a provider of
medical or health services (as defined in
section 1861(s) of the Act, 42 U.S.C.
1395x(s)), and any other person or

organi zation who furnishes, bills, or is paid
for health care in the normal course of
business.

(u) Provider of services The term “provider
of services’ means a hospital, critical access
hospital, skilled nursing facility,
comprehensive outpatient rehabilitation
facility, home health agency, hospice
program, or, for purposes of section 1395f(g)
and section 1395n(e) of thistitle, afund.

(s) Medical and other health services. The
term “medical and other health services’
means any of the following items or services:
(1) physicians' services; (2)(A) services and
supplies (including drugs and biologicals
which cannot, as determined in accordance
with regulations, be self-administered)
furnished as an incident to a physician’s
professional service, of kindswhich are
commonly furnished in physicians’ offices
and are commonly either rendered without
charge or included in the physicians’ bills;
(B) hospital services (including drugs and

No preemptive effect.

HIPAA broadens the definition of
health care provider by including
anyone who “bills’ or receives
payment for health care provider
services.

For example:

A DME supplier whoisaCE is
regulated by HIPAA but not
regulated by 146.

An EMT who isa CE isregulated by
HIPAA but not regulated by 146. See
EMT provider definitionsin 146.50
and 146.55.

Note: When interfacing state and
federal law, someone who qualifies
as a covered entity under federal law
may not meet the definition of health
care provider under state law.
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HIPAA Reference
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Implementation/ Questions

146.81(1) cont.

(hg) A socia worker, marriage and
family therapist or professional
counselor certified under ch. 457.
(hm) A speech-language pathol ogist
or audiologist licensed under subch.
Il of ch. 459 or a speech and
language pathologist licensed by the
department of public instruction.
(hp) A massage therapist or
bodyworker issued alicense of
registration under subch. XI of ch.
440.

(i) A partnership of any providers
specified under pars. (a) to (hp).

biologicals which cannot, as determined in
accordance with regulations, be self-
administered) incident to physicians
services rendered to outpatients and partial
hospitalization servicesincident to such
services; (C) diagnostic services which are—
(i) furnished to an as an outpatient by a
hospital or by others under arrangements
with them made by a hospital, and (ii)
ordinarily furnished by such hospital (or by
others under such arrangements) to its
outpatients for the purpose of diagnostic
study;

Thereis no distinction in state law
between direct and indirect health
care provider.

(i) A corporation or limited liability 164.501 Direct treatment relationship means a
company of any providers specified treatment relationship between an individual
under pars. (8) to (hp) that provides and a health care provider that is not an
health care services. indirect treatment relationship.
(k) An operational cooperative
sickness care plan organized under 164.501 Indirect treatment relationship means a
ss. 185.981 to 185.985 that directly relationship between an individual and a
provides services through salaried health care provider in which: (1) The health
employeesin its own facility. care provider delivers health care to the
(L) A hospice licensed under subch. individual based on the orders of another
IV of ch. 50. health care provider; and (2) The health care
(m) An inpatient health care facility, provider typically provides services or
asdefined in s. 50.135 (1). products, or reports the diagnosis or results
(n) A community—based residential associated with the health care, directly to
facility, asdefined in s. another health care provider, who provides
50.01 (19). the services or products or reportsto the
(p) A rural medical center, as defined individual.
ins. 50.50 (11).

146.81(2) (2) “Informed consent” means 164.508(a)(1) (a) Standard: Authorizations for uses and Follow Both. The HIPAA

written consent to the disclosure

of information from patient health
carerecordsto an individual, agency
or organization that includes all of
the following:

(@) The name of the patient whose
record is being disclosed.

(b) The type of information to be
disclosed.

disclosures. (1) Authorization required:
General rule. Except as otherwise permitted
or required by this subchapter, a covered
entity may not use or disclose PHI without
an authorization that is valid under this
section. When a covered entity obtains or
receives avalid authorization for its use or
disclosure of PHI, such use or disclosure
must be consistent with such authorization.

authorization and the 146.81
authorization are similar. They are
not in conflict. Follow both to assure
compliance.

The HIPAA authorization is more
specific and would preempt state
requirements for an informed consent
when aHIPAA authorization is

146 preemption analysis 02-25-03
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146.81(2) cont

(c) Thetypes of health care providers
making the disclosure.

(d) The purpose of the disclosure
such as whether the disclosureis for

(c) Implementation specifications: Core

elements and requirements.

(1) Coreelements. A valid authorization
under this section must contain at least

required for non-TPO functions.
However state requirements for an
informed consent would apply when
a state informed consent is required

further medical care, for an 164.508(c)(1) the following elements: and a HIPAA authorization is not
application for insurance, (i) A description of the information to be required.
to obtain payment of an insurance used or disclosed that identifies the
claim, for a disability determination, information in a specific or meaningful
for avocational rehabilitation fashion. Note: A form combining the
evaluation, for alegal (i1) The name or other specific identification | requirements for the HIPAA
investigation or for other specified of the person(s), or class of persons authorization and aW! informed
pUrposes. authorized to make the requested use or consent as delineated in 146.81,
(e) Theindividual, agency or disclosure. 51.30, 252.15 and HFS 92
organization to which disclosure may (iii) The name or other specific identification | (depending on which laws apply to
be made. of the person(s), or class of persons, to whom | the provider records) could be
(f) The signature of the patient or the the covered entity may make the requested developed and used as a combined
person authorized by the patient and, use or disclosure. form except for psychotherapy notes.
if signed by a person authorized by (iv) A description of each purpose of the
the patient, the requested use or disclosure. The statement
relationship of that person to the “at the request of the individual” isa
patient or the authority of the per- sufficient description of the purpose when an
son. individual initiates the authorization and does
(g) The date on which the consent is not, or elects not to, provide a statement of
signed. the purpose.
(h) The time period during which the (v) An expiration date or an expiration event
consent is effective. that relates to the individual or the purpose of

the use or disclosure. The statement “end of

the research study,” “none,” or similar

language is sufficient if the authorization is

for ause or disclosure of PHI for research,

including the creation and maintenance of a

research database or research repository.

(vi) Signature of the individual and date. If

the authorization is signed by a persona

representative of the individual, a description

of such representative’s authority to act for

the individual must also be provided.

(2) Required Statements. In addition to the

core elements, the authorization must contain

164.508(c)(2) statements adeguate to place the individual
on notice of all of the following:
(i) Theindividual’s right to revoke the
146 preemption analysis 02-25-03 3 Copyright O 2003 by the HIPAA Collaborative of Wisconsin (“HIPAA COW")
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146.81(2) cont

164.508(c)(2)

164.508(c)(3)

164.508(c)(4)

164.506(b)(1)

authorization in writing, and either:

(A) The exceptions to the right to revoke and
a description of how the individual may
revoke the authorization; or

(B) To the extent that the information in
paragraph (c)(2)(i)(A) of thissectionis
included in the notice required by 164.520, a
reference to the covered entity’s notice.

(i) The ability or inability to condition
treatment, payment, enrollment or eligibility
for benefits on the authorization, by stating
either:

(A) The CE may not condition treatment,
payment, enrollment or eligibility for
benefits on whether the individual signsthe
authorization when the prohibition on
conditioning of authorizationsin par. (b)(4)
of this section applies; or

(B) The consequencesto the individual of a
refusal to sign the authorization when, in
accordance with par. (b)(4) of this section,
the CE can condition treatment, enrollment
in the health plan, or eligibility for benefits
on failure to obtain such authorization.

(iii) The potential for information to be
disclosed pursuant to the authorization to be
subject to redisclosure by the recipient and
no longer be protected by thisrule.

(3) Plain language requirement. The
authorization must be written in plain
language.

(4) Copy totheindividual. If a CE seeksan
authorization from an individual, the CE
must provide the individual with a copy of
the signed authorization.

Standard. Consent for uses and disclosures
permitted.

A covered entity may obtain consent of the
individual to use or disclose PHI to carry out
treatment, payment, or health care
operations.

The HIPAA consent and the

146 preemption analysis 02-25-03
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146.81(2) cont

Wisconsin informed consent for

164.506(b)(2) (b)(2) Consent, under paragraph (b) of this release are not the same type of
section, shall not be effective to permit ause | document and are not comparable.
or disclosure of PHI when an authorization, Thereis no conflict between the
under section 164.508, is required or when HIPAA consent and the Wisconsin
another condition must be met for such use informed consent. The HIPAA
or disclosure to be permissible under this consent is optional under HIPAA.
subpart.

146.81(3) (3) “Patient” means a person who 164.501 Individual means the person who isthe Follow HIPAA. HIPAA isbroader.
receives health care servicesfrom a subject of PHI.
health care provider.

146.81(4) (4) “Patient health care records’ 160.103 Health information means any information, Follow HIPAA. The HIPAA
means all records related to the whether oral or recorded in any form or definition of health information is
health of a patient prepared by or medium, that: (1) Is created or received by a | broader. HIPAA includes records
under the supervision of a health care health care provider, health plan, public recorded in any form, created or
provider, including the records health authority, employer, lifeinsurer, received and relating to past, present
required under s. 146.82 (2) (d) and school or university, or health care or future.

(3) (c), but not those records subject clearinghouse; and (2) Relatesto the past, HIPAA clarifies that billing records
to s. 51.30, reports collected under s. present, or future physical or mental health are PHI.
69.186, records of tests administered or condition of an individual; the provision
under s. 252.15 (2) (a) 7., 343.305, of health careto an individual; or the past, HIPAA includes al the 146
938.296 (4) or (5) or 968.38 (4) or present, or future payment for the provision exclusions to the definition of patient
(5), fetal monitor tracings, as defined of health careto an individual. health care records except for
under s. 146.817 (1), or apupil’s FERPA (IEP).
physical health records maintained 164.501 PHI means individually identifiable health
by a school under s. 118.125. information: (1) Except as provided in
‘*Patient health care records’ aso paragraph (2) of this definition, that is: (i)
includes health summary forms Transmitted by electronic media; (ii)
prepared under s. 302.388 (2). Maintained in any medium described in the
definition of electronic media at Sec.
162.103 of this subchapter; or (iii)
Transmitted or maintained in any other form
or medium. (2) PHI excludes individually
identifiable health information in: (i)
Education records covered by the Family
Educational Right and Privacy Act, as
amended, 20 U.S.C. 1232g; and (i) Records | Note: The definition of Designated
described at 20 U.S.C. 1232g(a)(4)(B)(iv). Record Set also appliesto the
HIPAA patient right of access.
Designated record set means. (1) A group of
164.501 records maintained by or for a covered entity
146 preemption analysis 02-25-03 5 Copyright O 2003 by the HIPAA Collaborative of Wisconsin (“HIPAA COW")
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State of WI State of WI Description HIPAA Reference HIPAA Description Implementation/ Questions
Statutory Ref
that is. (i) The medical records and billing
146.81(4)cont. records about individuals maintained by or
for a covered health care provider; (ii) The
enrollment, payment, claims adjudication,
and case or medical management record
systems maintained by or for a health plan;
or (iii) Used, in whole or in part, by or for the
covered entity to make decisions about
individuals. (2) For purposes of this
paragraph, the term record means any item,
collection, or grouping of information that
includes PHI and is maintained, collected,
used, or disseminated by or for a covered
entity.
(5) “Person authorized by the 164.502(g)(1) (1) Personal representatives. As specifiedin | HIPAA refersto state law for the
146.81(5) patient” means the parent, guardian, this paragraph, a covered entity must, except | definition of personal representative.
or legal custodian of a minor patient, as provided in paragraphs (g)(3) and (g)(5) of | WI law defines a personal
as defined in s.48.02 (8) and (11), the this section, treat a personal representative as | representative.
person vested with supervision of the the individual for purposes of this
child under s. 938.183 or 938.34 subchapter. WI law also allows the patient to
(4d), (4h), (4m) or (4n), the guardian designate any person authorized in
of a patient adjudged incompetent, as | 164.502(g)(2) (2) Adults and emancipated minors. If under | writing by the patient. This person
defined in's. 880.01 (3) and (4), the applicable law a person has authority to act authorized in writing by the patient
personal representative or spouse of a on behalf of anindividual who isan adult or | would meet the definition of personal
deceased patient, any person an emancipated minor in making decisions representative under HIPAA.
authorized in writing by the patient related to health care, a covered entity must
or a health care agent designated by treat such person as a personal representative
the patient as a principal under ch. under this subchapter, with respect to PHI
155 if the patient has been found to relevant to such personal representation.
be incapacitated under s. 155.05 (2),
except as limited by the power of (3) Unemancipated minors.
attorney for health care instrument. If | 164.502(g)(3) (i) If under applicable law a parent, guardian,
Nno spouse survives a deceased or other person acting in loco parentis has
patient, “person authorized by the authority to act on behalf of an individual State law will define when aminor is
patient” also means an adult member who is an unemancipated minor in making emancipated. Emancipation in WI is
of the deceased patient’simmediate decisions related to health care, a covered a question of common law other than
family, as defined in s. 632.895 (1) entity must treat such person as a personal s.48.375(2)(e), parental consent for
(d). A court may appoint atemporary representative under this subchapter, with abortion.
guardian for a patient believed respect to PHI relevant to such personal
incompetent to consent to the release representation, except that such person may
of records under this section asthe not be a personal representative of an
person authorized by the patient to unemancipated minor, and the minor has the
146 preemption analysis 02-25-03 6 Copyright O 2003 by the HIPAA Collaborative of Wisconsin (“HIPAA COW")
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HIPAA Reference
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Implementation/ Questions

146.81(5) cont.

decide upon the release of records, if
no guardian has been appointed for
the patient.

164.502(g)(3)

authority to act as an individual, with respect
to PHI pertaining to a health care service, if:
(A) The minor consents to such health care
service; no other consent to such health care
serviceisrequired by law, regardless of
whether the consent of another person has
also been obtained; and the minor has not
requested that such person be treated as the
personal representative;

(B) The minor may lawfully obtain such
health care service without the consent of a
parent, guardian, or other person acting in
loco parentis, and the minor, a court, or
another person authorized by law consents to
such health care service; or

(C) A parent, guardian, or other person
acting in loco parentis assents to an
agreement of confidentiality between a
covered health care provider and the minor
with respect to such health care service.

(i) Notwithstanding the provisions of
paragraph (g)(3)(i) of this section:

(A) If, and to the extent, permitted or
required by an applicable provision of State
or other law, including applicable case law, a
CE may disclose or provide accessin
accordance with 164.524 to, PHI about an
unemancipated minor to a parent, guardian,
or other person acting in loco parentis;

(B) If, and to the extent, prohibited by an
applicable provision of State or other law,
including applicable case law, a CE may not
disclose or provide access in accordance with
164.524 to, PHI about an unemancipated
minor to a parent, guardian, or other person
acting in loco parentis; and

(C) Where the parent, guardian, or other
person acting in loco parentis, is not the
personal representative under (g)(3)(i)(A),
(B), or (C) and where there is no applicable
access provision under State or other law,
including case law, a CE may provide or

Note: (3)(i)(A-C) are three instances
where HIPAA may preempt state law
on the personal representative issue.
HIPAA provides a minor who hasthe
authority to act under state law the
right to act asan individual and
access their PHI under HIPAA.

146 preemption analysis 02-25-03
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HIPAA Reference

HIPAA Description

Implementation/ Questions

146.81(5) cont

deny access under 165.524 to a parent,
guardian, or other person acting in loco
parentis, if such action is consistent with
State or other applicable law, provided that

164.502(9)(3) such decision must be made by alicensed
health care professional, in the exercise of
professional judgment.
I mplementation specification: Abuse,
164.502(g)(5) neglect, endangerment situations.
Notwithstanding a State law or any
requirement of this paragraph to the contrary,
acovered entity may elect not to treat a
person as the personal representative of an Follow HIPAA. HIPAA application
individual if: (i) The covered entity hasa would be more protective.
reasonable belief that: (A) Theindividual
has been or may be subjected to domestic
violence, abuse, or neglect by such person; or
(B) Treating such person as the personal
representative could endanger the individual;
and (ii) The covered entity, in the exercise of
professional judgment, decidesthat it is not
in the best interest of the individual to treat
the person as the individual’ s personal
representative.
Deceased individuals. A covered entity must
164.502(f) comply with the requirements of this subpart
with respect to the PHI of a deceased Both HIPAA and state law protect
individual. deceased patient records.
Both HIPAA and state law define
164.502(9)(4) Deceased individuals. If under applicable who can authorize use/disclosure of
law an executor, administrator, or other deceased records. Both alow the PR
person has authority to act on behalf of a to authorize release. HIPAA alows
deceased individual or of the individual’'s other persons with authority to act on
estate, a covered entity must treat such behalf of the deceased and those
person as a personal representative under this | individuals are defined by state law.
subchapter, with respect to PHI relevant to State law allows a spouse or
such personal representation. responsible member of the patient’s
family to act on behalf of a deceased
patient.
146.815 Contents of certain patient health None HIPAA does not address. Follow State.
146 preemption analysis 02-25-03 8 Copyright O 2003 by the HIPAA Collaborative of Wisconsin (“HIPAA COW")
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State of WI
Statutory Ref

State of WI Description

HIPAA Reference

HIPAA Description

Implementation/ Questions

carerecords. Patient health care
records maintained for hospital
inpatients shall include, if obtainable,
the inpatient’ s occupation and the
industry in which the inpatient is
employed at time of admission and
the parent’ s similar information if
relevant.

146.817(1)

146.817(2)

Preservation of fetal monitor tracing
and microfilm process.

(1) Inthis section, "fetal monitor
tracing" means documentation of the
heart tones of afetus during labor
and delivery of the mother of the
fetus that are recorded from an
electronic fetal monitor machine.

(8) Unlessahealth care provider has
first made and preserved amicrofilm
copy of a patient's fetal monitor
tracing, the health care provider may
delete or destroy part or al of the
patient's fetal monitor tracing only if
35 days prior to the deletion or
destruction the health care provider
provides written notice to the patient.
(b) If ahealth care provider has
made and preserved amicrofilm
copy of a patient's fetal monitor
tracing and if the health care provider
has deleted or destroyed part or al of
the patient's fetal monitor tracing, the
health care provider may delete or
destroy part or all of the microfilm
copy of the patient's fetal monitor
tracing only if 35 days prior to the
deletion or destruction the health care
provider provides written notice to
the patient.

(c) The notice specified in par.(a)
and (b) shall be sent to the patient's
last-known address and shall inform
the patient of the imminent deletion

None

HIPAA does not address.

Follow Both. HIPAA's definition of
PHI would include fetal monitor
tracings.

Follow State for preservation and
destruction. See also 146.819
implementati on/questions.

146 preemption analysis 02-25-03
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State of WI
Statutory Ref

State of WI Description

HIPAA Reference

HIPAA Description

Implementation/ Questions

146.817(2) cont.

or destruction of the fetal monitor
tracing or of the microfilm copy of
the fetal monitor tracing and of the
patient's right, within 30 days after
receipt of notice, to obtain the fetal
monitor tracing or the microfilm
copy of the fetal monitor tracing
from the health care provider.

(d) The notice requirements under
this subsection do not apply after 5
years after afetal monitor tracing
was first made.

146.819 Preservation or destruction of patient | None 164.528(a)(1) Anindividual hasaright to HIPAA does not have a parallel
health carerecords. A health care receive an accounting of disclosures of PHI provision. HIPAA requires CEsto
provider who ceases practice or made by a covered entity in the six years maintain an accounting of disclosures
business as a health care provider or prior to the date on which the accounting is for 6 years from the time of the
the personal representative of a requested. disclosure. State law also hasan
deceased health care provider who accounting requirement. These
was an independent practitioner shall requirements, along with various
do one of the following for all patient retention requirements, may limit the
health care records: A) Provide for provider’s ability to destroy or delete
the maintenance of the records by a records even after ceasing practice.
person who states, in writing, that the Practically speaking, retain all
records will be maintained in records for 6 years after practice
compliance with 146. B) Provide for Ceases.
the deletion or destruction of the
records. C) Provide for the
maintenance of some and the
deletion or destruction of other
records.

146.82(1) Confidentiaity: All patient health 164.502(a) General rule: CE may not use or disclose Need to follow same general rule

care records shall remain confidential
and may be released only pursuant to
statutory exception or with the
informed consent of the patient or of
a person authorized by the patient.
This subsection does not prohibit the
following reports. wound and burn
injuries, birth defects, deaths.

PHI except as permitted or required by
HIPAA regulations. Permitted uses and
disclosuresinclude: to theindividual,
pursuant to a consent for TPO, without
consent for TPO if consent is not required
(except for psychotherapy notes), pursuant to
avalid authorization, as otherwise permitted
by 164.510, 164.512 or 164.514(e), (f) and
(9). (Required disclosures to requesting

individual or
comnliance )

to secretary to determine

with both HIPAA and state law:
unless explicitly permitted under the
law or explicitly authorized by the
patient, may not disclose. HIPAA is
more restrictivein that it also
prohibits use of the information
without the individual’s explicit
authorization or explicit permission
under the rules. HIPAA aso hasthe
required disclosure to the secretary
upon the secretary’ srequest. Both

146 preemption analysis 02-25-03
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Statutory Ref

State of WI Description

HIPAA Reference

HIPAA Description

Implementation/ Questions

146.82(1) cont.

164.508

compliance.)

Other than those uses or disclosures specified
above, a CE may not disclose or use PHI
without authorization.

HIPAA and Wisconsin require
disclosure to the individual upon
receipt of avalid authorization.

146.82(2)(a)

Access without informed consent:
Notwithstanding the general
prohibition on disclosure, patient
health care records shall be released
upon request without informed
consent in the following
circumstances:

NOTE: State law mandates certain disclosures without informed consent/authorization under 146.82(2)(a) by use of the word “shall.” Disclosures without an
authorization under 164.512 are discretionary by the use of the word “may.” Arguably, HIPAA is more protective because it allows a CE not to disclose where State law
would mandate disclosure. However, 164.512(a) 1 allows covered entities to use or disclose PHI to the extent that such use or disclosure isrequired by law and is limited
to the relevant requirements of such law. Accordingly, HIPAA allows covered entitiesto follow State law where disclosures are required without informed consent/
authorization. Although thisinterpretation may be valid, the following comparison of State and Federal law applies HIPAA’s “more stringent” criteria per 160.202.

146.82(2)(a)1

Audits,
Programming
Monitoring,
Evaluation

To hedlth care facility staff
committees, or accreditation or
health care services review
organizations for the purpose of
conducting management audits,
financial audits, program monitoring
and evaluation, health care services
reviews or accreditation.

164.501

164.502(a)

164.520(c)(2)(B)(ii)

Health care operations include conducting
quality assessment and improvement
activities, reviewing the competence or
qualification of health care professionals and
evaluating practitioner and provider
performance health plan performance,
accreditation, underwriting, conducting or
arranging for medical review and auditing
functions, etc.

CEs are permitted to use or disclose PHI for
TPO without authorization.

Except in emergencies, CEs must make a
good faith effort to obtain awritten
acknowledgment of receipt of the notice

Follow HIPAA with regard to
internal facility staff committees,
accreditation organizations, or health
care services review organizations
for the purposes specified in this
Wisconsin exception. The HIPAA
definition of health care operations
in § 164.501 covers the functions and
purposes listed in this Wisconsin
exception. HIPAA requires covered
health care providers to make a good
faith effort to get an acknowledgment
of anotice of privacy practices
before using or disclosing
information to carry out the activities
enumerated in § 146.82(a)1.
Therefore, we suggest following

164.506(c)(4) A covered entity may use or disclose PHI to | HIPAA because it imposes a greater
another covered entity for health care protection (i.e. HIPAA requires good
operations activities of the entity that faith effort to get acknowledgement
receives the information, if each entity either | before using PHI for HCO).
has or had a relationship with the individual
who is the subject of the PHI being One point that is unclear under state
requested. The PHI pertainsto such law is whether disclosure of
relationship, and the disclosureisfor a identifiable records to another health
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State of WI
Statutory Ref

State of WI Description

HIPAA Reference

HIPAA Description

Implementation/ Questions

146.82(2)(a)1
cont.

purpose listed in paragraph (1) or (2) of the
definition of health care operations or for the
purpose of health care fraud and abuse
detection or compliance.

care facility’ s staff committeeis
permitted for such topics as
physician peer review, infection
control, etc.[See 146.38(1m) and
(3)]. If such disclosureis not
permitted under state law, state law
would be more stringent and would
control in thisregard. If such
disclosure is permitted under state
law, HIPAA would require the
disclosures to meet the requirements
set forth in 164.506(c)(4)[the
receiving entity has arelationship
with the individual, the PHI pertains
to that relationship, and the
disclosureisfor the purposeslisted in
paragraphs (1) or (2) of the definition
of health care operations or is for the
purpose of health care fraud and
abuse detection or compliance].

146.82(2)(3)2

Health Care
Provider

To the extent that performance of
their duties requires access to the
records, to a health care provider or
any person acting under the
provider’'s supervision, or to a person
licensed under 146.50, including
medical staff members, employees,
Or persons serving in training
programs and volunteer programs
and affiliated with the health care
provider, if any one of the following
isapplicable:

(a) the person is rendering assistance
to the patient;

(b) the person is being consulted
regarding the health of the patient;
(c) the life or health of the patient
appears to be in danger and the
information contained in the patient
health care records may aid the
person in rendering assistance;

(d) the person prepares or stores

164.501

Treatment is defined as the provision,
coordination or management of health care
related services by one or more health care
providers, including the coordination or
management of health care by a health care
provider with athird party, consultation
between health care providers relating to a
patient; or the referral of a patient for health
care from one health care provider to
another.

Health care operations include conducting
quality assessment and improvement
activities, reviewing the competence or
qualification of health care professionals and
evaluating practitioner and provider
performance health plan performance,
accreditation, underwriting, conducting or
arranging for medical review and auditing
functions, etc.

A covered entity is permitted to use or

Follow Both. Both laws are
consistent and both allow releasein
the circumstances contemplated by
this exception.

146 preemption analysis 02-25-03

12

Copyright O 2003 by the HIPAA Collaborative of Wisconsin (“HIPAA COW")
It does not congtitute legal advice and isintended to be used as guidance for implementation. |f you require legal advice, consult with an attorney.




State of WI
Statutory Ref

State of WI Description

HIPAA Reference

HIPAA Description

Implementation/ Questions

146.82(2)(a)2
cont.

records for the purposes of the
preparation or storage of those
records.

Note: 146.50—Emergency medical
services personnel

164.502(2) (1)(ii)

164.506(a)

disclose PHI for TPO as permitted by and in
compliance with § 164.506.

Except for uses or disclosures requiring an
authorization, CEs may use or disclose PHI
for TPO.

Except with respect to uses or disclosures
that require an authorization ... , acovered
entity may use or disclose PHI for treatment,
payment, or health care operations.

146.82(2)(3)3

Billing,
Collection, or
Payment of
Claims

To the extent that records are needed
for billing, collection or payment of
claims.

164.501

164.502(a)(1)(ii)

164.502(b)(1)

164.506(a)

Payment means, among other things,
activities undertaken by a health care
provider or health plan to obtain or provide
reimbursement for the provision of health
care, including, among other things, billing
and collection, review for medical necessity
and utilization review.

A CE may use or disclose PHI for treatment,
payment, or health care operations as
permitted by and in compliance with 164.506

Minimum necessary applies. When using or
disclosing PHI or when requesting PHI from
another covered entity, a covered entity must
make reasonable efforts to limit PHI to the
minimum necessary to accomplish the
intended purpose of the use, disclosure, or
request.

Except with respect to uses or disclosures
that require an authorization ... , a covered
entity may use or disclose PHI for treatment,
payment, or health care operations.

Follow both, as the two laws are
consistent and both allow release in
the circumstances contemplated by
this exception. Apply minimum
necessary.

146.82(2)(a)4

Court Order

Under alawful order of a court of
record.

164.512(¢)

A CE may disclose PHI in the course of any
judicial or administrative proceeding in
response to a court order or administrative
order provided that the disclosure is only as
expressy authorized in the order. A CE may
also disclose PHI in response to a subpoena,
discovery request, or other lawful process,
even without a court or administrative order,

Both laws allow disclosure under
court order.

A subpoenais acourt order only if
signed by ajudge.

A subpoena without a court order is
sufficient under HIPAA but
insufficient under Wisconsin law
(except as contemplated in Wis.
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State of WI

State of WI Description

HIPAA Reference

HIPAA Description

Implementation/ Questions

Statutory Ref
if the entity receives assurances from the Stats. § 908.03(6m)(c), dealing with
requester that reasonable efforts have been legal actions) to compel disclosure.
made to give notice to the individual or the Similarly, an administrative order is
CE receives assurances from the requester sufficient under HIPAA, but
that reasonable efforts have been made to insufficient under Wisconsin law to
secure a protective order. compel disclosure.
146.82(2)(a)5 In response to awritten request by 164.512(d) A CE may disclose PHI to a health oversight | Follow both, depending on the
any federal or state governmental agency for oversight activities authorized by | circumstances. Under state law, the
Federal or Sate | agency to perform alegally law, including audits; civil, administrative or | request must be in writing and
Governmental authorized function, including but criminal investigation; inspections; licensure | private pay patients may block
Agency not limited to management audits, or disciplinary action; civil, administrative or | disclosure. On these issues, state law
financial audits, program monitoring criminal proceedings or actions; or other controls.
and evaluation, facility licensure or activities necessary for appropriate oversight | Note: State allows disclosure to any
certification or individual licensure of the health care system government benefit | state or federal agency for specific
or certification. The private pay programs relevant to health information, etc. | functions. HIPAA may restrict
patient, except if aresident of a which state or federal agency.
nursing home, may deny access Health oversight agency means an agency or
granted under this subdivision by authority of the United States, a state, a
annually submitting to a health care 164.501 territory, a political subdivision of a state or
provider, other than a nursing home, territory, or an Indian tribe, or person or
asigned, written request on aform entity acting under a grant of authority from
provided by the department. The or contract with such public agency
provider, if ahospital, shall submit a including the employees or agents of such
copy of the signed form to the public agency or its contractors or persons or
patient’s physician. entities to whom it has granted authority, that
is authorized by law to oversee the health
care system (whether public or private) or
government programs in which health
information is necessary to determine
eligibility or compliance, or to enforce civil
rights laws for which health information is
relevant.
146.82(2)(a)6 For purposes of research if the 164.512(i) CE may use or disclose PHI for research Follow HIPAA. HIPAA makesit
researcher is affiliated with the health only if certain difficult obstacles are significantly more difficult to use or
Research care provider and provides written overcome, including approval by an IRB or a | disclose PHI for the purposes of
assurances to the custodian of the privacy board of an altered authorization or research by affiliated researchers.
patient health care records that the waiver of an authorization, various Accordingly, because HIPAA sets up
information will be used only for the representations from the researcher, more barriers to access, HIPAA
purposes for which it is provided to including that no PHI will be removed from controls.
the researcher, the information will the CE, etc. Research under HIPAA asit Note: “Affiliated” is not defined
not be released to a person not stands would be extremely difficult. under state law.
connected with the study, and the
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State of WI

State of WI Description

HIPAA Reference

HIPAA Description

Implementation/ Questions

Statutory Ref
final product of the research will not
reveal information that may serve to
identify the patient whose records are
being released under this paragraph
without the informed consent of the
patient. The private pay patient may
deny access granted under this
subdivision by annually submitting to
the health care provider a signed,
written request on aform provided
by the department.
146.82(2)(a)7 To acounty agency designated by the | 164.512(c) CEs may disclose PHI about an individual Follow Both.
county board for the purposes of whom the CE reasonably believesto be a Note: However, HIPAA requires
Elder Abuse elder abuse or protective victim of abuse, neglect or domestic violence | informing theindividual unlessit
Agency services/placement. Release may to a government authority including a social places theindividual at risk.
occur without a request from the service or protective services agency
county agency. authorized by law to receive reports of such
abuse, neglect or domestic violence, if
disclosure is necessary and authorized by law
or individual. The individual must be
informed that such a report has been made
unless this would place the individual at risk.
146.82(2)(a)8 To the Department of Health and 164.512(b) CEs may disclose PHI for public health Follow Both. Cancer reports under
Family Services for cancer reporting activitiesto a public health authority state law are consistent with HIPAA.
Cancer pUrposes. authorized by law to collect or receive such Aswith all 146.82(2)(a) exceptions,
Reporting information for the purpose of preventingor | Wisconsin law mandates disclosure
controlling disease, injury or disability, etc. and HIPAA permits disclosure.
However, the two laws are not
contrary and both should be
followed.
146.82(2)(a)9% In this subdivision, "abuse" hasthe Abuse, neglect and parent not defined. No HIPAA definition; state
meaning given in s.51.62(1)(ag); definition controls.
Protection and "neglect" has the meaning givenin s.
Advocacy Agency | 51.62(1)(br);and "parent” has the
meaning givenin s, 48.02 (13),
except that "parent” does not include
the parent of a minor whose custody
istransferred to alegal custodian, as
defined ins. 48.02 (11), or for whom
aguardian is appointed under s.
880.33.
Note: Abuse—act, omission or
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State of WI
Statutory Ref

State of WI Description

HIPAA Reference

HIPAA Description

Implementation/ Questions

course of conduct inflicted
intentionally or recklessly on an
individual with developmental
disability or mental illness that
resultsin bodily harm or intimidates/
threatens the individual.
Neglect—act, omission or course of
conduct that because of failure to
provide food, shelter, clothing,
medical or dental care createsa
significant danger to the physical or
mental health of an individual with
developmental disability or mental
illness.

Parent—biological or adoptive parent
or husband of an artificially
inseminated wife, but not the parent
of aminor whose custody is
transferred to alegal custodian or for
whom a guardian is appointed.

Legal custodian—a person, other
than a parent or guardian, or an
agency to whom legal custody of the
child has been transferred by a court,
but does not include a person who
has only physical custody of the
child.

880.33—Appointment of Guardian

146.82(2)(a)9b

Except as provided in subd.9.c. and
d. to staff members of the protection
and advocacy agency designated
under s. 51.62(2) or to staff members
of the private, nonprofit corporation
with which the agency has contracted
under s. 51.62(3)(8)3., if any, for the
purpose of protecting and advocating
the rights of a person with
developmental disabilities, as defined
under s. 51.62(1)(am),who residesin
or who is receiving services from an
inpatient health care facility, as
defined under s. 51.62(1)(b), or a

164.512(3)

A CE may use or disclose PHI to the extent

required by law, although must meet

requirements of 164.512(c), (e) or (f). The
Developmental Disabilities Bill of Rights
Act of 2000, Pub. L. No. 106-402 (DD Act),

mandates specific disclosures of [I1HI to

protection and advocacy systems designated
by the chief elected official of the states and
territories. CEs may make these disclosures

under 164.512(a) without authorization

unless the DD Act requires authorization.

(65 Fed. Reg. 82594).

Disclosure to protection and
advocacy agenciesis consistent with
HIPAA to the extent it is required by
the DD Act. TheDD Act alows
state protective agenciesto have
access to records of individuals with
disahilitiesin the following
situations:

« All records of any DD individual
in the system, if individual or
authorized person has provided
authorization;

* Any DD individual where
individual is unable to provide
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State of WI
Statutory Ref

State of WI Description

HIPAA Reference

HIPAA Description

Implementation/ Questions

person with mental illness, as defined
under s.51.62(1)(bm).

Note: 51.62—Protection and
Advocacy System

authorization and does not have an
authorized representative and a
complaint is received by the system
about the individual’s care and
treatment;

» Any DD individual in asituation
where the individual has an
authorized representative, a
complaint has been received, the
representative has been contacted but
failed to respond; or

 Any of theindividuals described
above or any DD individual where an
incident of abuse or neglect has been
reported to the system or there is
probable cause to believe that the
incidents occurred where the records
arerelevant to conducting an
investigation not later than three
business days after the system makes
awritten request; or

» Immediate access not |ater than 24
hours after the system makes such a
request to the records without
consent from another party in a
situation where services supports and
other assistance are provided to aDD
individual if the system determines
there is probable cause to believe that
the health or safety of the individual
isin serious and immediate jeopardy
or in any case of death of an
individual with a devel opmental
disability. (Pub. L. No. 106-402 §

143(a)(2)(1, J)).

HIPAA, viathe DD Act, allows
disclosure where there is some threat
of abuse or neglect or other risk to
health and safety. Wisconsin's scope
of disclosure seems broader and thus
less stringent. Follow HIPAA.
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State of WI
Statutory Ref

State of WI Description

HIPAA Reference

HIPAA Description

Implementation/ Questions

146.82(2)(a)9c

If the patient, regardless of age, has
guardian appointed under s. 880.33,
or if the patient is minor with
developmental disability, as defined
ins. 51.01 (5) (a), who has a parent
or has a guardian appointed under s.
48.831 and does not have guardian
appointed under s. 880.33,
information concerning the patient
that is obtainable by staff members of
the agency or nonprofit corporation
with which the agency has contracted
islimited, except as provided in
subd. 9. e,, tothe nature of an
alleged rights violation, if any; the
name, birth date and county of
residence of the patient; information
regarding whether the patient was
voluntarily admitted, involuntarily
committed or protectively placed and
the date and place of admission,
placement or commitment; and the
name, address and tel ephone number
of the guardian of the patient and the
date and place of the guardian's
appointment or, if the patient is
minor with developmental disability
who has a parent or has a guardian
appointed under s. 48.831 and does
not have a guardian appointed under
s. 880.33, the name, address and
telephone number of the parent or a
guardian appointed under s. 48.831
of the patient.

Note: 48.831—Appointment of
guardian for child without aliving
parent for adoptability finding.

164.502(0)

160.203(c)

HIPAA defersto state or other applicable
law that allows or requires disclosure of the
PHI of an unemancipated minor or access to
such PHI. HIPAA also defers where such
law leaves those decisions to the health care
professional.

The provision of State law, including State
procedures established under such law, as
applicable, provides for the reporting of
disease or injury, child abuse, birth, or death,
or for the conduct of public health
surveillance, investigation, or intervention.

Follow State.

146.82(2)(3)9d

Except as provided in subd. 9. e., any
staff member who wishes to obtain
additional information about a
patient described in subd. 9. c. shall
notify the patient's guardian or, if

160.203(C)

The provision of State law, including State
procedures established under such law, as
applicable, provides for the reporting of
disease or injury, child abuse, birth, or death,
or for the conduct of public health

Follow State.
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State of WI State of WI Description HIPAA Reference HIPAA Description Implementation/ Questions
Statutory Ref

applicable, parent in writing of the surveillance, investigation, or intervention.
request and of the guardian's or
parent's right to object. The staff
member shall send the notice by mail
to the guardian's or, if applicable,
parent's address. If the guardian or
parent does not object in writing
within 15 days after the noticeis
mailed, the staff member may obtain
the additional information. If the
guardian or parent objects in writing
within 15 days after the noticeis
mailed, the staff member may not
obtain the additional information.

146.82(2)(a)% The restrictions on information that 160.203(c) The provision of State law, including State Follow State.
is obtainable by staff members of the procedures established under such law, as
protection and advocacy agency or applicable, provides for the reporting of
private, nonprofit corporation that are disease or injury, child abuse, birth, or death,
specified in subd. 9. c. and d. do not or for the conduct of public health
apply if the custodian of the record surveillance, investigation, or intervention

fails to promptly provide the name
and address of the parent or guardian;
if acomplaint is received by the
agency or nonprofit corporation
about a patient, or if the agency or
nonprofit corporation determines that
there is probable cause to believe that
the health or safety of the patient isin
serious and immediate jeopardy, the
agency or nonprofit corporation has
made a good-faith effort to contact
the parent or guardian upon receiving
the name and address of the parent or
guardian, the agency or nonprofit
corporation has either been unable to
contact the parent or guardian or has
offered assistance to the parent or
guardian to resolve the situation and
the parent or guardian has failed or
refused to act on behalf of the
patient; if acomplaint isreceived by
the agency or nonprofit corporation
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Statutory Ref

State of WI Description

HIPAA Reference

HIPAA Description

Implementation/ Questions

about a patient or there is otherwise
probable cause to believe that the
patient has been subject to abuse or
neglect by a parent or guardian; or if
the patient is a minor whose custody
has been transferred to alegal
custodian, as defined in s. 48.02 (11)
or for whom a guardian that is an
agency of the state or a county has
been appointed.

146.82(2)(a) 10

To persons as provided under
655.17(7)(b) if the patient filesa
submission of controversy under
655.04(1) after July 20, 1985 and
before June 14, 1986 (sunsetted).

Not applicable.

Not applicable.

This provision of Wisconsin state
law has sunsetted and no longer
exists.

146.82(2)(3) 11

Child Abuse or
Neglect to

Law
Enforcement,
District Attorney

To acounty department, sheriff,
police department or district attorney
for purposes of investigation of
threatened or suspected child abuse
or neglect (including unborn
children) may be released without
receiving arequest, restriction on re-
disclosure by recipients unless
consistent with 48.981(7)
[confidentiality provision of
children’s code on abused or
neglected children alowing release
in numerous circumstances).

To a county department, as defined
under s. 48.02 (2g), a sheriff or
police department or a district
attorney for purposes of investigation
of threatened or suspected child
abuse or neglect or suspected unborn
child abuse or for purposes of
prosecution of alleged child abuse or
neglect, if the person conducting the
investigation or prosecution
identifies the subject of the record by
name. The health care provider may
release information by initiating

160.203(c)

The provision of State law, including State
procedures established under such law, as
applicable, provides for the reporting of
disease or injury, child abuse, birth, or death,
or for the conduct of public health
surveillance, investigation, or intervention

Follow State.
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State of WI
Statutory Ref

State of WI Description

HIPAA Reference

HIPAA Description

Implementation/ Questions

146.82(2)(a)11
cont.

contact with a county department,
sheriff or police department or
district attorney without receiving a
request for release of the
information. A person to whom a
report or record is disclosed under
this subdivision may not further
disclose it, except to the persons, for
the purposes and under the
conditions specified in s. 48.981 (7).
Note: 48.02(2g)—County
department of social services or
human services; 48.981(7)—
Confidentiality of records.

146.82(2)(3) 12

School District

To aschool district employee or
agent with regard to patient health
care records maintained by the
school district which he or sheis
employed or isan agent, if any of the
following apply:

a. Theemployee or agent has
responsibility for preparation or
storage of patient care records.

b. Accessto the patient health care
records is necessary to comply
with arequirement in federal or
state law.

None

Follow State.

146.82(2)(a)13

Therapist

To persons or entities under the
statute governing sexual exploitation
by atherapist and the duty to report
same.

940.22(3)(a) If atherapist has
reasonable cause to suspect that a
patient or client he or she hasseenin
the course of professional dutiesisa
victim of sexual contact by another
therapist or a person who holds
himself or herself out to be a
therapist in violation of sub.2, as
soon thereafter as practicable the
therapist shall ask the patient or
client if he or she wants the therapist

164.512(c)

164.512(f)

164.512(d)

Disclosures about victims of abuse, neglect

or domestic violence.

Disclosures for law enforcement purposes.

Uses and disclosures for health oversight

activities.

Follow State. State has more
protection since provision for
victim's authorization is needed for
disclosure. HIPAA allows disclosure
without authorization.
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State of WI State of WI Description HIPAA Reference HIPAA Description Implementation/ Questions
Statutory Ref
to make areport under this
subsection. The therapist shall
explain that the report need not
identify the patient or client asthe
victim. If the patient or client wants
the therapist to make the report, the
patient or client shall provide the
therapist with awritten consent to the
report and shall specify whether the
patient’s or client’s identity will be
included in the report.
146.82(2)(a)14 To arepresentative of the Board on 164.512(d) Uses and disclosures for health oversight Follow State. Wisconsin Stat.
Aging and Long-Term Carein activities. 49.498(5)(e) requires resident giving
Board on Aging | accordance with 49.498(5)(e). permission for the disclosure of
& Long-Term Note: 49.498(5)(e)—deals with the Other than those uses or disclosures clinical records. 164.512(d) allows
Care rights of residentsin skilled nursing permitted under the rules, a CE may not disclosure to health oversight
facilities and allows a designated disclose or use PHI without authorization. agencies and to the long-term care
representative of the long-term care ombudsman without authorization
ombudsman, with the resident’s and therefore is less protective.
permission, to examine the resident’s
clinical records.
146.82(2)(a)15 To the Department of Health and 164.512(d) Uses and disclosures for health oversight Follow State for disclosuresto
Family Services or to a sheriff, police activities. DHFS. Wisconsin is more restrictive
Death department or district attorney for the because it only allows disclosure
Investigations purposes of investigation of certain 164.512(f)(4) Permitted disclosures regarding decedents. when the death occurs at specific
deaths. A CE may disclose PHI about an individual locations.
who has died to alaw enforcement officia Follow HIPAA for disclosuresto law
for the purpose of aerting law enforcement enforcement. HIPAA ismore
of the death if the CE suspectsthat it may restrictive because it only allows
have resulted from crime. disclosure when the CE suspects that
that death resulted from crime. Note:
This exception addresses
investigation. Separate HIPAA
provisions govern the reporting of
deaths.
146.82(2)(a)16 To adesignated representative of the | 164.512(d) Uses and disclosures for health oversight Follow both. Both laws allow
long-term care ombudsman for the activities. disclosure to ombudsman without
Long-term Care | purpose of protecting and advocating authorization.
Ombudsman the rights of an individual 60 years of
age or older who residesin along-
term care facility in accordance with
Wis. Stat. § 16.009(4)(b).
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Implementation/ Questions

146.82(2)(a) 17

Rural Medical
Center
Inspections

To the Department for the purposes
of unannounced inspections of arural
medical center. Wis. Stat. 50.53
states that arural medical center that
isinspected or investigated shall
provide the Department with access
to patient health care records
regardless of the source of patient
health care payment to fulfill the
purpose of any inspections or
investigations that the Department
conducts.

164.512(d)

Uses and disclosures for health oversight
activities. A CE may disclose PHI to a
health oversight agency for oversight
activities authorized by law including
inspections or other activities necessary for
appropriate oversight of the health care
system.

Follow both. Both laws alow
disclosure for Department
inspections.

146.82(2)(a) 18

Coroner

Following the death of a patient to a
coroner, deputy coroner, medical
examiner or medical examiner's
assistant for the purposes of
completing amedical certificate, the
health care provider may release the
information without a request and
shall release information upon receipt
of arequest. The recipient of any
information shall keep the
information confidential except as
necessary to comply with laws
regarding cremation, death records
and reporting of deaths.

164.512()

Uses and disclosures about decedents. A CE
may disclose PHI to coroners or medical
examiners for the purpose of identifying a
deceased person, determining a cause of
death, or other duties as authorized by law.

Follow both. Both allow disclosure
to coroner or medical examiner for
stated purposes.

Note: State law restricts redisclosure
by the recipient.

146.82(2)(a)18m

County Agencies

If the subject of the patient health
carerecordsisachild or juvenile
who has been placed in afoster
home, group home or child care
ingtitution of any kind including
secure correctional facilities, or for
whom placement in such afacility is
recommended by a number of

No specific reference
found

An authorization may be required.
For disclosure to agencies required to
prepare court reports or permanency
plans, thereis no specific HIPAA
provision allowing disclosure
without an authorization. Depending
on the facts relating to the request,
there may be HIPAA provisions that

specified entities, the records may be | 164.502(g) Allows for personal representative to act on allow disclosure (e.g. administrative
disclosed to agencies required to the individual’ s behalf and defers to state proceedings, law enforcement, court
prepare court reports or permanency law. Allows parent or guardian to act as order).
plans and may further be disclosed personal representative (except for
by any of those agenciesto any of the abuse/neglect situations). To the extent that a patient
other agencies and may be disclosed contemplated in 146.82(2)(a)18m has
by the placing agency to the recipient aguardian or other personal
facility or foster parent. representative, disclosures to that

146 preemption analysis 02-25-03 23 Copyright O 2003 by the HIPAA Collaborative of Wisconsin (“HIPAA COW")

It does not congtitute legal advice and isintended to be used as guidance for implementation. |f you require legal advice, consult with an attorney.




State of WI

State of WI Description

HIPAA Reference

HIPAA Description

Implementation/ Questions

Statutory Ref
person will be governed by
164.502(g).
Whether HIPAA appliesto
disclosures between agencies
depends on whether the disclosing
agency is a covered entity or business
associate.
146.82(2)(a)19 To an organ procurement 164.512(h) Uses and disclosures for cadaveric organ, eye | If ahospital, follow both because no
organization by a hospital pursuant to or tissue donation purposes. A CE may use | authorization is required.
Organ Wis. Stat. § 157.06(5)(b)1. or disclose PHI to organ procurement
Procurement organizations or other entities engaged inthe | Note: For other health care
Note: 157.06—Anatomical gift act procurement, banking or transplantation of providers, an authorization is
cadaveric organs, eyes or tissue for the required under State law.
purpose of facilitating organ, eye or tissue
donation or transplantation.
146.82(2)(a)20 If the patient health care records do 164.514(a) Theidentification of PHI health information | The definitions appear to be
De-identification | not contain information and the that does not identify an individual and with | consistent. However, we suggest
circumstances of the release do not respect to which thereis no reasonable basis | following HIPAA because it sets
provide information that would to believe that the information can beused to | forth a method/standard for de-
permit the identification of the identify an individual is not covered under identification.
patient. HIPAA.
164.514(b) I mplementation specifications: A CE may
determine that information is de-identified
either by having an expert using generally
accepted statistical and scientific principles
and methods or by removing all 18 specified
identifiers.
164.514(e)(1) Limited Data Set. A covered entity may use | A limited data set, as defined by
or disclose alimited data set that meets the HIPAA, may be disclosed without an
reguirements of 164.514(e)(2) and authorization if it meetsthe
164.514(e)(3), if the covered entity enters requirements of State law, i.e. the
into a data use agreement with the limited information and the circumstances of
data set recipient in accordance with the disclosure cannot identify an
164.514(€e)(4). individual.
146.82(2)(a)21 To aprisoner’s health care provider, | 164.512(k)(5) Correctional ingtitutions and other law Both HIPAA and State law are
the medical staff of aprison or jail in enforcement custodia situations. A CEmay | broadly, but not identically, written
Corrections which the prisoner is confined, the disclose to a correctional institution or law to allow for the release of health
receiving institution intake staff at a enforcement official having lawful custody information concerning an inmate to
prison or jail to which a prisoner is of an inmate or other individual, PHI about jail or prison personnel at the time of
being transferred or a person such inmate or individual if it is necessary incarceration HIPAA i< nerhans
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State of WI

State of WI Description

HIPAA Reference

HIPAA Description

Implementation/ Questions

Statutory Ref
designated by ajailer to maintain for the provision of health care to theinmate, | incarceration. HIPAA is perhaps
146.82(2)(a)21 prisoner medical records, if the the health and safety of the inmate, the health | somewhat broader in that it allows
cont disclosure is made with respect to a and safety of other officers or employees of disclosure of PHI for the purposes of
prisoner’s patient health care records correctional ingtitutions, the health and safety | the health and safety of others, has a
under § 302.388 or to the department of transporters, law enforcement on “catch-all” provision and, finally,
of correctionsif the disclosureis correctional premises or the administration may allow release to awider range of
made with respect to a prisoner’s and maintenance of the safety, security and police and jail personnel than does
patient health care records under § good order of the correctional institution. state law. The practical implications
302'388(4) ][contempl aes health of these differences are unclear and
summary information on a depend on the particular
standardized form for prisoners). circumstances. The health care
summary contemplated under
Wis. Stat. § 302.388 relatesto any
care and treatment that a prisoner
requires during the period of
incarceration and the summary is
meant to accompany the prisoner
when transferred to a different
facility.
146.82(2)(b) (b) Except as provided in s. 610.70 No specific HIPAA provision on redisclosure | Follow State. State allows for
(3) and (5), unless authorized by a redisclosure of provider recordsin
court of record, the recipient of any When an authorization is required from the the possession of health plans as
information under par. (a) shall keep | 164.508(c)(2)(iii) individual for use or disclosure of PHI the regulated by 610.70(3) and (5) or a
the information confidential and may authorization is required to contain the court order.
not disclose identifying information following language: The potential for
about the patient whose patient information to be disclosed pursuant to the
health care records are rel eased. authorization to be subject to redisclosure by
Note: 610.70 —health plan disclosures the recipient and no longer protected by this
rule.
146.82(2)(c) (c) Notwithstanding sub. (1), patient | 164.512(a) (1) A covered entity may use or disclose Follow HIPAA. Both allow
health care records shall be released PHI to the extent that such use or disclosure | disclosure, but HIPAA requires
to appropriate examiners and isrequired by law and the use or disclosure assurances that the individual has
facilities in accordance with ss. complies with and is limited to the relevant been noticed.
971.17 (2) (e), (4) (c) and (7) (c), requirements of such law.
980.03 (4) and 980.08 (3). The (2) A covered entity must meet the Note: State will require the
recipient of any information from the requirements described in paragraph (c), (€), | disclosure "asrequired by law" since
records shall keep the information or (f) of this section for uses or disclosures "shall" isused in State law.
confidential except as necessary to required by law.
comply with s. 971.17 or ch. 980.
Note: 971.17—Commitment of (1) Permitted disclosures. A covered entity
persons found not guilty by reason of | 164.512(e)(1) may disclose PHI in the course of any
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State of WI
Statutory Ref

State of WI Description

HIPAA Reference

HIPAA Description

Implementation/ Questions

146.82(2)(c) cont

mental disease or mental defect;
980—Sexually Violent Person
Commitments

) & (i)

judicial or administrative proceeding:

() In response to an order of a court or
administrative tribunal, provided that the
covered entity discloses only the PHI
expressly authorized by such order; or

(i) In response to a subpoena, discovery
request, or other lawful process, that is not
accompanied by an order of a court or
administrative tribunal, if:

(A) The covered entity receives satisfactory
assurance, as described in paragraph
(e)(2)(iii) of this section, from the party
seeking the information that reasonable
efforts have been made by such party to
ensure that the individual who is the subject
of the PHI that has been requested has been
given notice of the request; or

(B) The covered entity receives satisfactory
assurance, as described in paragraph
(e)(2)(iv) of this section, from the party
seeking the information that reasonable
efforts have been made by such party to
secure a qualified protective order that meets
the requirements of paragraph (€)(1)(v) of
this section.

146.82(2)(d)

(d) For each release of patient health
care records under this subsection,
the health care provider shall record
the name of the person or agency to
which the records were released, the
date and time of the release and the

identification of the records rel eased.

164.528(b)

I mplementation specifications: Content of
the accounting. The covered entity must
provide the individual entity with awritten
accounting that meets the following
requirements.

(1) Except as otherwise provided by
paragraph (@) of this section, the accounting
must include disclosures of protected health
information that occurred during the six
years (or such shorter time period at the
request of the individual as provided in
paragraph (a)(3) of this section) prior to the
date of the request for an accounting,
including disclosures to or by business
associates of the covered entity.

(2) The accounting must include for each
disclosure:

Implementation requires providersto
comply with two separate
obligations:

(1) recording/accounting for certain
specified disclosures; and (2)
documenting/recording certain
information about the disclosures.

State law requires providers to record
all disclosures (regardless of whether
informed consent is given). HIPAA's
accounting requirement is more
narrow and generally requires
providers to account only for
disclosures made for health oversight
purposes, disclosures required by law

146 preemption analysis 02-25-03

26

Copyright O 2003 by the HIPAA Collaborative of Wisconsin (“HIPAA COW")
It does not congtitute legal advice and isintended to be used as guidance for implementation. |f you require legal advice, consult with an attorney.




State of WI
Statutory Ref

State of WI Description

HIPAA Reference

HIPAA Description

Implementation/ Questions

146.82(2)(d) cont

(i) The date of the disclosure;

(i) The name of the entity or person who
received the protected health information
and, if known, the address of such entity or
person;

(iii) A brief description of the protected
health information disclosed; and

(iv) A brief statement of the purpose of the
disclosure that reasonably informs the
individual of the basis for the disclosure; or,
in lieu of such statement:

(A) A copy of the individual's written
authorization pursuant to Sec. 164.508; or
(B) A copy of awritten request for a
disclosure under Secs. 164.502(a)(2)(ii) or
164.512, if any.

(3) If, during the period covered by the
accounting, the covered entity has made
multiple disclosures of protected health
information to the same person or entity for a
single purpose under Secs. 164.502(a)(2)(ii)
or 164.512, or pursuant to asingle
authorization under Sec. 164.508, the
accounting may, with respect to such
multiple disclosures, provide:

(i) The information required by paragraph
(b)(2) of this section for the first disclosure
during the accounting period;

(i) The frequency, periodicity, or number of
the disclosures made during the accounting
period; and

(iii) The date of the last such disclosure
during the accounting period.

or for certain research activities (not
TPO). Therefore, compliance with
state law with respect to the
obligation of which disclosures are
recorded/accounted for will generally
put the provider in compliance with
HIPAA. With respect to the specific
documentation required for
recording/accounting of disclosures,
providers must incorporate BOTH
HIPAA and State law elements as
they are not identical. In
implementing these two obligations,
providers must consider whether or
not to integrate the process of
recording and generating an
accounting. For example, a provider
may chose to record all disclosures
in the health care record and not
generate a separate disclosure list
(accounting) unless and until oneis
requested by the individual .

One view isthat recording a
disclosure is not the same as
accounting for adisclosure. All
disclosures must be recorded (e.g.,
noted in the health care record),
however only HIPAA setsfor the
requirement that providers be able to
generate alist of the various
disclosures made--the accounting.

146.83(1) 146.83 Access to patient hedlth care | 164.524(a)(1) (1) Right of access. Except as otherwise Follow HIPAA. HIPAA providesa

records. provided in paragraph (a)(2) or (a)(3) of this | greater right of patient accessto a
(1) Except asprovided ins. 51.30 or section, an individual has aright of accessto | greater amount of information
146.82 (2), any patient or other inspect and obtain a copy of PHI about the through the designated record set and
person may, upon submitting a individual in adesignated record set, for as no time constraints for requests.
statement of informed consent: long asthe PHI is maintained in the
(@) Inspect the health care records of designated record set, except for: (i-iii) Follow State, when the i-iii
a health care provider pertaining to (i) psychotherapy notes, information is a Ch 146 record.
that patient at any time during regular (ii) Information compiled in reasonable For Psychotherapy Notes, refer to
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State of WI
Statutory Ref

State of WI Description

HIPAA Reference

HIPAA Description

Implementation/ Questions

146.83(1) cont

business hours, upon reasonable
notice.

(b) Receive a copy of the patient’s
health care records upon payment of
fees, as established by rule under
(3m).

(c) Receive a copy of the health care
provider’s X—ray reports or have the
X—raysreferred to another health
care provider of the patient’s choice
upon payment of fees, as established
by rule under sub. (3m).

anticipation of, or for usein, acivil, criminal,
or administrative action or proceeding; and
(i) PHI that is:

(A) subject to CLIA

(B) Except from CLIA pursuant to 42 CFR
493.3(3)(2)

(2) Unreviewable grounds for denial

(3) Reviewable grounds for denial

(4) Review of adenial of access

(b) Requests for access and timely action
(b)(1) Individual’s request for access. The
covered entity must permit an individual to

Wis. Stat 51.30 analysis.

Follow State. Greater patient access
isprovided. Disregard reviewable
and unreviewable process.

164.524(b) request access to inspect or to obtain a copy

of the PHI about the individual that is HIPAA allows a greater access by

maintained in a designated record set. The allowing the request to be oral.

covered entity may require individuals to Covered entity may require access

make requests for access in writing, provided | requestsin writing provided CE has

that it informs the individuals of such informed the individual of the

requirement. requirement.

(b)(2) Timely action by the covered entity.

(b)(2)(i) Except as provided in paragraph

(b)(2)(ii) of this section, the covered entity HIPAA requires that access be

must act on arequest for access no later than | granted within 30 days or within the

30 days after receipt of the request as extensions. HIPAA controls unless

follows. the W1 standard of “reasonable

(b)(2)(1)(A)...grants the request... notice” can be deemed to be shorter

(b)(2)(1)(B)...denies the request... and provide a greater right of access.

164.524(c) (c) Provision of access. If the covered entity

provides an individual with access, ... , to

PHI, the covered entity must comply with the

following requirements.

(c)(2) Providing the access requested. The

CE must provide the access requested by

individuals, ... , of the PHI about themin a

DRS. If the same PHI ... ismaintained in

more than one location, the CE need only

produce the PHI once in response to a

request for access.

(c)(2) Form of access requested. (i) The CE Follow HIPAA. HIPAA requires that

must provide the individual with accessto the patient copy be provided in a

the PHI in the form or format requested by patient requested format. HIPAA

theindividual, if it isreadily produciblein provides greater rights asto format of
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Statutory Ref

State of WI Description

HIPAA Reference

HIPAA Description

Implementation/ Questions

146.83(1) cont

such form or format; or, if not, in areadable
hard copy form or such other form or format
as agreed to by the CE and the individual.
(©)(3) Time and manner of access. The
covered entity must provide the access as
requested by the individua in atimely
manner as required by paragraph (b)(2) of
this section, including arranging with the
individual for a convenient time and place to
inspect or obtain a copy of the PHI, or
mailing the copy of the PHI at the
individual's request. The covered

entity may discuss the scope, format, and
other aspects of the request for access with
the individual as necessary to facilitate the
timely provision of access.

the information and HIPAA controls.

By not requiring reasonable notice or
access during regular business hours
for an individual's request, HIPAA
provides a greater right of accessto
theindividual.

146.83(1m) (1m) (a) A patient’s health care 164.506(a) Except with respect to uses or disclosures Follow Both. HIPAA and State
records shall be provided to the that require an authorization ... , acovered provide for release of PHI to another
patient’ s health care provider upon entity may use or disclose PHI for treatment, | health care provider for treatment
reguest and, except asprovided in s. payment, or health care operations. purposes with or without an
146.82 (2), with a statement of authori zation/informed consent.
informed consent. A covered entity may disclose PHI for
(b) The health care provider under 164.506(c)(2) treatment activities of a health care provider.
par. () may be charged reasonable
costs for the provision of the (1) Authorization required: general rule.
patient’s health care records. Except as otherwise permitted or required by
164.508(a)(1) this subchapter, a covered entity may not use
or disclose PHI without an authorization that
isvalid under this section. When a covered
entity obtains or receives avalid
authorization for its use or disclosure of PHI,
such use or disclosure must be consistent
with such authorization.
146.83(2) (2) The health care provider shall 164.520(b)(2)(iv)(C) | The notice must contain a statement of the Follow Both.
provide each patient with a statement individual’ s rights with respect to PHI and a | Both laws require notice to the
paraphrasing the provisions of this brief description of how the individual may patient of the right of access.
section either upon admission to an exercise theserights, asfollows: ... 9 c) The
inpatient health care facility, as right to inspect and copy PHI as provided by
defined in s. 50.135 (1), or upon the section 164.522(b)...
first provision of services by the
health care provider.
146.83(3) (3) The hedlth care provider shall 164.524(e) Documentation. A covered entity must Follow State. HIPAA hasno
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State of WI Description

HIPAA Reference

HIPAA Description

Implementation/ Questions

146.83(3) cont.

note the time and date of each
request by a patient or person
authorized by the patient to inspect
the patient’s health care records, the
name of the inspecting person, the
time and date of inspection and

document the following and retain the

documentation as required by 164.530(j):

(1) The designated records sets that are
subject to access by individuals; and

(2) Thetitles of the persons or offices
responsible for receiving and processing

requirements to document the receipt
of the request or to document
inspection by the patient.

identify the records released for requests for access by individuals.
inspection. 164.528(b)(2) The accounting is required to include; the
date of the disclosure, name and address of
the recipient; brief description of information
disclosed; and brief statement of the purpose
of the disclosure.
146.83(3m) a) The department shall, by rule, 164.524 (c)(4) (€)(4) Fees. If theindividual requestsacopy | Follow HIPAA when setting a cost-
prescribe fees that are based on an of the PHI or agreesto a summary or based fee for the "patient” until the
approximation of actual costs. The explanation of such information, the CE may | Stateruleis established.
fees, plus applicable tax, are the impose a reasonabl e, cost-based fee, HIPAA only addresses fees charged
maximum amount that a health care provided that the fee includes only the cost to the patient and specifies what costs
provider may charge under sub. (1) of: can beincluded in this fee.
(b) for duplicate patient health care (i) Copying, including the cost of supplies
records and under sub. (1) (c) for for and the labor of copying, the PHI Follow State for all other requests.
duplicate X-ray reports or the referral requested by the individual; State allows for areasonable fee
of X-raysto another health care (i) Postage, when the individual has when releasing records to both the
provider of the patient's choice. The requested the copy, or the summary or patient and anyone else with
rule shall also permit the health care explantion, be mailed,; and informed consent/authorization.
provider to charge for actual postage (ii1) Preparing an explanation or summary of
or other actual delivery costs. In the PHI, if agreed to by the individual ...
determining the approximation of
actual costs for the purposes of this
subsection, the department may
consider al of the following factors:
1. Operating expenses, such as
wages, rent, utilities, and duplication
equipment and supplies.
2. Thevarying cost of retrieval of
records, based on the different media
on which the records are maintained.
3. The cost of separating requested
patient health care records from those
that are not regquested.
4. The cost of duplicating requested
patient health care records.
5. Theimpact on costs of advances
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Implementation/ Questions

146.83(3m)
cont.

in technology.

(b) By January 1, 2006, and every 3
years thereafter, the department shall
revise the rules under par. (a) to
account for increases or decreasesin
actual costs

146.83(4)

(4) No person may do any of the
following:

(a) Intentionally falsify a patient
health care record.

(b) Conceal or withhold a patient
health care record with intent to
prevent or obstruct an investigation
or prosecution or with

intent to prevent its release to the
patient, to hisor her guardian
appointed under ch. 880, to hisor her
health care provider with a
statement of informed consent, or
under the conditions specified in s.
146.82 (2), or to aperson with a
statement of informed con-sent.

(c) Intentionally destroy or damage
records in order to prevent or
obstruct an investigation or
prosecution.

164.530()(2) (i)

A covered entity must reasonably safeguard
PHI from any intentional or unintentional use
or disclosure that isin violation of the
standards, implementation specifications or
HIPAA requirements.

Follow Both.

146.835

Parents denied physical placement
rights. A parent who has been denied
periods of physical placement may
not have the rights of a parent or
guardian under this chapter with
respect to accessto that child's
record.

164.502(g)(3)

HIPAA defersto state law regarding
disclosure of the PHI of unemancipated
minors.

Follow State.

146.836

Applicability. Sections 146.815,
146.82, 146.83(4) and 146.835 apply
to all patient health care records,
including those on which written,
drawn, printed, spoken, visual,
electromagnetic or digital
information is recorded or preserved,
regardless of physical for or
characteristics.

160.103 Definitions

Health Information means any information,
whether oral or recorded in any form or
medium that is created or received by a
health care provider, health plan, public
health authority, employer, lifeinsurer,
school or university, or health care clearing
house and relates to the past, present, or
future physical or mental health or condition
of an individual; the provision of health care

Follow Both.
HIPAA definition includes billing
records and records created by the

CE.
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Implementation/ Questions

to anindividual; or the past, present, or
future payment for the provision of health
careto anindividual.

146.84 (1) & (2)

Violations related to patient health
care records.

(1) Actionsfor Violations; Damages;
Injunction.

(a) A custodian of recordsincurs no
liability under par. (bm) for the
release of records in accordance with
s. 146.82 or 146.83 while acting in
good faith.

(b) Any person, including the state
or any political subdivision of the
state, who violates s. 146.82 or
146.83 in amanner that is knowing
and willful shall be liable to any
person injured as aresult of the
violation for actual damages to that
person, exemplary damages of not
more than $25,000 and costs and
reasonable actua attorney fees.

(bm) Any person, including the state
or any political subdivision of the
state, who negligently violates s.
146.82 or 146.83 shall be liable to
any person injured as aresult of the
violation for actual damages to that
person, exemplary damages of not
more than $1,000 and costs and
reasonable actua attorney fees.

(c) Anindividual may bring an action
to enjoin any violation of s. 146.82 or
146.83 or to compel compliance with
s. 146.82 or 146.83 and may, in the
same action, seek damages as
provided in this subsection.

(2) Penalties.

(a) Whoever does any of the
following may be fined not more
than $25,000 or imprisoned for not
more than 9 months or both:

164512 (j) 4

164.514 (h) 1 (iv)

Presumption of good faith belief. A covered
entity that uses or discloses PHI pursuant to
()(2) is presumed to have acted in good faith
with regard to a belief based upon the actual
knowledge or in reliance on a credible
representation by a person with apparent
knowledge or authority.

Exercise of professional judgment. The
verification requirements of this paragraph
are met if the entity relies on the exercise of
professional judgement in making a use or
disclosure in accordance with 164.510 or acts
on agood faith belief in making a disclosure
in 164.512.

HIPAA specific noncompliance with privacy
regulations: $50,000 fine and imprisonment
for one year if we knowingly obtain or
disclose individually identifiable health
information; $100,00 fine and imprisonment
for 5 yearsif we knowingly obtain or
disclose PHI under false pretenses and a
maximum fine of $250,000 and/or up to 10
years imprisonment if we obtain or disclose
PHI wit the intent to sell, transfer or use
health information for commercial
advantage, personal gain or malicious harm.

HIPAA and WI Statutes recognize
actsin good faith. The covered
entity isliable for negligence only.
State law allows for an additional
civil action suit with the individual
being personaly liable to the injured
person.

146 preemption analysis 02-25-03

32

Copyright O 2003 by the HIPAA Collaborative of Wisconsin (“HIPAA COW")
It does not congtitute legal advice and isintended to be used as guidance for implementation. |f you require legal advice, consult with an attorney.




State of WI
Statutory Ref

State of WI Description

HIPAA Reference

HIPAA Description

Implementation/ Questions

146.84 (1) & (2)
cont

1. Requests or obtains confidential
information under s. 146.82 or
146.83 (1) under false pretenses.

2. Discloses confidential information
with knowledge that the disclosureis
unlawful and is not reasonably
necessary to protect another from
harm.

3. Violates s. 146.83 (4).

(b) Whoever negligently discloses
confidential information in violation
of s. 146.82 is subject to aforfeiture
of not more than $1,000 for each
violation.

(c) Whoever intentionally discloses
confidential information in violation
of s. 146.82, knowing that the
information is confidential, and
discloses the information for
pecuniary gain may be fined not
more than $100,000 or imprisoned
not more than 3 years and 6 months,
or both.

146.84(3) Discipline of employees. Any person | 164.530(e)(1) Sanctions. A covered entity must have and Follow Both.
employed by the state or any political apply appropriate sanctions against members
subdivision of the state who violates of its workforce who fail to comply with the
s. 146.82 or 146.83, except a health privacy policies and procedures of the
care provider that negligently covered entity or the requirements of this
violates s. 153.50 (6) (c), may be subpart.
discharged or suspended without pay.
Note 153.50(6)(c)—A health care
provider that is not a hospital or
ambulatory surgery center may not
submit data elements to the
department.
146.84(4) (4) Exceptions. This section doesnot | P.L. 104-191 (the SEC. 1177. (a) OFFENSE.--A person who Follow HIPAA.

apply to any of the following:

(@) Violations by anursing facility,
as defined under s. 49.498 (1)
(i), of theright of aresident of
the nursing facility to

Health Insurance
Portability and
Accountability Act of
1996)

knowingly and in violation of this part--

“(1) uses or causes to be used a unique health
identifier;

“(2) obtains individually identifiable health
information relatina to an individual - or
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State of WI
Statutory Ref

State of WI Description

HIPAA Reference

HIPAA Description

Implementation/ Questions

confidentiality of hisor her
patient health care records.

(b) Violations by anursing home, as
defined under s. 50.01 (3), of the
right of aresident of the nursing
home to confidentiality of hisor
her patient health care records

146.84(4) cont.

sec. 1177 provides:

information relating to an individual; or

“(3) discloses individually identifiable health
information to another person,

shall be punished as provided in subsection
(b).

“(b) PENALTIES.--A person described in
subsection (a) shall--

“(1) be fined not more than $50,000,
imprisoned not more than 1 year, or both;
“(2) if the offense is committed under false
pretenses, be fined not more than $100,000,
imprisoned not more than 5 years, or both;
and

“(3) if the offense is committed with intent to
sell, transfer, or use individually identifiable
health information for commercial
advantage, persona gain, or malicious harm,
be fined not more than $250,000, imprisoned
not more than 10 years, or both.

Consulted with the Wisconsin Department of Health and Family Services and the analysis has been reviewed by the Department.
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